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1.3 5] B b 1=

KK G

SCI PHARMTeECH, INC.

Thee © et AMRIFENREmE - II5E S M AN EREES - BB AEES 2/ MY

B2 B » RHRHRSYITARE HRIEE - 40 R -

10.1¢

25525

SCI-PA-B20
PAddress  10.10.10.33

AGT N 255.255.255.0

10.10.10.254

Pvé Address  unknown

Add fe80::de0e:96(1:1e28:7d00/ 64

C Addr de:0e:96:28:7d:00
PA-820
012001073433
111.10-ht

tAgent 5212
$037-9744 (11/08/25)
$037-9744 (11/08/25)
5368-5894 (11/11/25)
200-664 (11/11/23)
1030097-1034334 (11/12/25)
2025111220023

PN O

Ti Wed Nov 1209:28:26 2025
10 days, 21:14:41
d Rou off
Disabled
DLP  dip-504

None

v Last updated  09:

System Rescurces

1%

14%
Count  3425/131070

Logged In Admins

Admin From Client
admin 10.10.10.168 Web
Data Logs
File Name

concrt140_app.dil

MicrosoftVCLibs. 140.00_14.0.33519.0_x64_ Bwekyb3da
bbwe.Appx

Microsoft uixamldllmui
Microseft Ul XamlPhone dil.mui
608d1211

rlerd

rlerd

Microsoft UL XamlPhone dil.mul
Microsoftulxamldil.mui

Microsoft WindowsAppRuntime.1.7_7000.676.1651.0 x8
6__Bwekyb3d8b

System Logs

Description

1 5tart

11/12/202509:26:30

Name
Microsoft PE File
P

Microsoft PE File

P

Unknown Binary File
Certificate Revocation List File
DER Encoded X50% Certificate
Microsoft PE File

P

MSIX file type

WildFire job slarted processing. Dequeue time=2025/11/12 09:28:18. Job Id=21944
WildFire job enqueued. Engueue time=2025/11/12 09:28:18. Jobld=21944. . Type: Full
WildFire wersion 1030098-1034335 downloaded by Auto update agent

PAN-DB was upgraded Lo version 20251112.20023.

Connection to Update server: completed successfully, initiated by 10.10.10.33

Connection to Update server: updates.paloaltonetworks.com completed successfully,

initiated by 10.10.10.33
User admin accessed tab: monitor
Auto update agent found no new WildFire updates

Retrieving Content "WildFire' info failed with error 'No records found'

Connection to Update server: updates paloaltonetworks.com completed successiully,

)]

[
A
die Fo
00:00:045
e
A
Time

11/12 09:28:22
11/12 09:28:22

11/12 09:28:16
11/12 09:28:16
11/12 09:28:15
11/12 09:28:15
11/12 09:28:15
11/12 0%:28:08
11/12 09:28:08
11/12 09:28:07

Time

11/12 09:28:17
11/12 09:28:17
11/12 09:28:17
11/12 09:28:02
11/12 09:27:56
11/12 09:27:51

11/12 09:26:53
11/12 09:26:30
11/12 09:26:30
11/12 09:26:30

Config Logs

No data available

Locks

No locks found

ACC Risk Factor (Last 60 minutes)

‘ 5 mins v G @

G X

%}
X

W]
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Dashboard
Status
System Information X i- || Licenses (M 173.243.140.6)0 FortiGate Cloud i~ || Security Fabric i~ | | Administrators
et Hostrame  SCHFortiGate-201E © FortiCare Support SO 4 Mot Activated HEEBH x© ©+11Ps @ Fortesplore
Serfal Number  FG201ETK20902630 (] @ Firmware & General Updates T @ admin super_admin
WiFi o <
e v7.2.12 build1761 @ Ips
+ Firmware (Mature) %
: @ AntiVirus
Mo AT ¥ SCl-FortiGate-201E
SystemTime 2025111209300 || et
Uptime 10:21:45:10 FortiToken 0/2
m 2 A Security Fabric Connection is disabled. A Untrusted HTTPS server certificate
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+ » P R — _— R
B o ¢ 7% 73% 5000
& Securit | 2 0% 50% o
q » 3000
uthentication » 25% 25% 2,000
1000
£+ ] em » we— _ I _ 0% B
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Lt > Current usaze 3% Current usaze 43% Current sessions §,192 m:rU 8.0%
Bandwidth - LAN lhour~ i~
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| ik A
Obps
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F:ATINET
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S e ] 1B e 1 5 K e L B
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BEME o wftER > BFHERBIEIAR - st¥URE - ETHE - st AFRSES

SCI PHARMTECH, INC.

» TEESNMP (Simple Network Management

%, 1i-Reporter o A9 | X|| ==
. admin (Global) B tome
=it © |PN— susy @) .~
w= e P N Reporter Syslog SRER 415 Flow EPS Max: 2000
BES1T @ -
FE NP-RPT-V-TW-BIWDTIUU SNMP 28 6/10  EERMFR (Sysiog)/ LM 552,36 GB / Unlimited
SEEE 8 =
% Y IR Server B 24/%  WERBEE (Flow)/ Ll 0 Byte / Unlimited
&* i E 24 2025/11112 09:31:12 GMT+0800
HEEEE ICMP BB 010
ERAEFM CEERE 0007 Days 21:21
License B 2025(11/30 23:59:59 FBEEIE Web S8 oo
License #E ETH
Kemel (4 2025081004737
EHEEER
= 20251111 09:30 |~| & 20251112 09:30 ‘ Q BmEN
CPU Utilization (%) Memory Utilization (3)
2025/11/11 0%:30 ~ 2025/11/12 09:20 (time unit: Smins) 2025/11/11 08:30 ~ 2025/11/12 09:30 (time unit: Smins)
100 100
75 75
50 50
25 25
0 0
12:00 15:00 18:00 21:00 12. Now 03:00 06:00 09:00 12:00 15:00 18:00 21:00 12_Nov 03:00 06:00 05:00
cpu memory

Device Receiving Syslog
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All EndpDintS Found 198 out of 213 results

Dashboards & Reports

[ Endpaint Status = Cannected, Disconnected ] |+:m| W B Revert

Incident Response
ENDPOINT NAME [f ENDPOINT TYPE ENDPOINT STATUS OPERATING SYSTEM AGENT VERSION IP ADDRESS IPV6 ADDRESS

Endpoints

112CF-PC Workstation Connected Windows 11 8.00.30814 & 10.10.10.117 siegfried sci-pharmtech.com tw\112CF

Al Endpoints
118NC-PC Workstation Connectsd Windows 11 80030814 10.10.10.41 siegfried sci-pharmtech.com bw\ 118NC
[Endpoint Groups

130Giant-PC Workstation Connected & Windows 10 8.0.0.30814 (3} 10.10.10.168 siegfried sci-pharmtech.com.tw\130GC

Agent Installations

Policy Management 131EH-PC Workstation Disconnected Windows 11 8.00.30814 & 10.10.10.28

Host Firewall
131YL-PC Workstation Connected Windows 10 80030814 (T 10.10.10.112 2 siegfried.sci-pharmtech.com.tw\ 130Emily
Device Control Violations

Disk Encryption Visibility 210MS-PC Workstation Connected &8 Windows 10 8.0.0.30814 (3} 10.10.10.210 siegfried sci-pharmtech.com.tw\210M$

211KC-PC Workstation Connected & Windows 10 8.00.30814 (& 10.10.10.229 siegfried sci-pharmtech.com.tw\notebook

211TY-PC Workstation Connected Windows 10 80030814 (3 10.10.10.111 siegfried sci-pharmtech.com.tw\211TY

212NL-PC Workstation Connected & Windows 10 8.0.0.30814 (3 10.10.10.217 siegfried sci-pharmtech.com.tw)\210NL

214HP-PC Workstation Connected Windows 10 80030814 (& 10.10.10.227 siegfried sci-pharmtech.com tw\214HP

2165ara-PC Workstation Connected Windows 10 8.0.0.30814 3 10.10.10.211 siegfried sci-pharmtech.com.tw\216EH

310ES-PC Workstation Connected Windows 10 80030814 (& 10.10.10.240 siegfried sci-pharmtech.com.tw\310ES

310HW Warkstation Connected Windows 10 8.00.30814 10.10.10.90 siegfried sci-pharmtech.com.tw\310HW

Q

320JT-PC Workstation Connected Windows 10 8.0.0.30814 (3} 10.10.10.105 siegfried sci-pharmtech.com.tw\ 320TwW

£+ Settings

Tenant Navigator 320WH-PC Workstation Connected = Windows 10 80030814 10.10.10.159 siegfried sci-pharmtech.com.tw320XHQ

320WHP2-PC Woarkstation Connected Windows 11 8.00.30814 & 10.10.10.170 siegfried.sci-pharmtech.com.tw\320DK

320WHR-PC Workstation Connected Windows 10 8.00.30814 & 10.10.10.176 siegfried sci-pharmtech.com.tw\ 320WWC

=
=)
=
=
=]
)
=
=)
=
213Jennifer-PC O Workstation Connected Windows 10 80030814 10.10.10.139 siegfried sci-pharmtech.com. tw\210JL
=]
=
=]
)
=
=]
)
=
=]

410CYH-PC Workstation » Disconnected Windows 11 80030814 & 10.10.10.14
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A 2 & A 3 #l & % #1289 6 89
— (S)-MMAA Us 7.829.731 B2 2010/11/09 ~ 2028/8/ 14

Duloxetine EP 2 228372 B1

| 3 | Duloxetine | US8,148.549 B2
| 4 | (s)nmvaa | US8.168805B2
| 5 |  Baclofen | US8273917B2
| 6 | Atomoxetine | US 8,299,305 B2
| 7 |  Duloxetine | TP 5,143,167 B2
| 8 |  (s)ymMmAaA | US8420832B2
| 95 | Di¥ANa | US8.,729.300B2
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| 10 | Duloxetine | USS8,530,674B2
| 11 | Duloxetine | US8614.33682
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B % E R & 3/ 2 F 5 +F EE FEF 3 E5 8 H
17 MMARAVIROC US 10,556 899 B2 == Z2020/02/11 — 2038/02/09
18 CANMABIDIOL US 10,981 849 B1 £H 2021/04/20 ~ 2040/02/20
19 CANMNABIDIOL I 738.586 F EFRH 2021/09/01 ~ 2040/12/10
20 CANMABIDIOL JP 6984054 B2 = 2021/11/26 — 2041/02/10
21 PMIDOL I 828123 FEEFEH 2024/01/01 ~ 2042/04/24
= 5.,. S
., mEHEHA
22 PMIDOL EP4144717 E -2z 2022/03/31 — 2042/03/31
=L B EC1E
E D
2022/11/30 — 2040/02/21
3B 3 UPC{07/07/2023)
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Z4 PMADWOL JP 7.367.147 B2 B & 2023/10/13 — 2042/08/15
z5 CANMABIDIOL CA 3093271 C Ao A 2021/11/30 ~ 2040/09/16
26 (S)-NIMNLA A ELELE] Bk
27 Lisdexamfetamine US 11608312 B1 £H 2023/03/21 — 2041/11/10
28 Lisdexamfetamine EP 4122914 E1 =3 2023/08/16 — 2041/07/22
od=] PMATHOL S 11739050 B2 £ H 2023/08/29 — 2041/10/08
30 Lizdexamfctamine EP 4122924 B1 == 2021/T/22~2041/7/22
# = US 63/718.237
FiF P &7 114143566
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