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et A EFR Monthly Report

et RE(Period) ! 2024-09-29 00:00:00 ~ 2024-10-29 23:59:59

FHAASERE S HN NMumber T3059359

IPHhh IR - BE EEE/IP Blacklist Blocked 1889 (%)

#HizE = =, BE FE FE / Domain Blacklist Blocked 2 (=)

URLEE=S BSPHE /URL Blacklist Blocked 0 ()

B Risk = 1891 () db: 0 (&) 1 O (#x)

|P3thiit 2B B FR$E (Top 20 IP Blacklist Blocked)

T v — e {152 4 BIRH (100 20 Domin BlacklstBlocked

(Blocked Malicious connection) (Counts) (Categories)
154.213,187.108 1,585 EEFAEE
109.74.204.123 266 BEEA PR ﬂﬁﬁ%’ﬁﬁﬁﬁ Elﬁﬁi /M ﬁﬁﬁﬁﬁ
170.64.214.73 EEEADiEL
8.219.246.161 . (Blocked Malicious connection) (Counts| (Categories)
154.213.184.15 EEFAEE
117156.238.80 —— Www.googleadservices.com high | 2 EXEEEHHL
144.22,192.181 EERA iR,
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General Information

SCI-PA-820
10.10.10.33
255.255.255.0
1010101
unknown

feB0nde0e:bitie28:7d00/64

deDe:96:28:7d:00
PA-820
012001073433
10.1.10-h2

5212

8907-9035 [10/25/24)
8907-9035 (10/25/24)
49B5-5503 (10/28/24)
149-549 (10/19/24)
921374-925305 (10/
20241029.20046

0

Tue Oct 29 11:01:25 2024
348 days, 3:35:28
dip-1.0.7

Nane

ﬁ%i%)%

5 K ek

Lastupdated  11:01:2¢

System Resources

10%
a%

3227 /131070

Logged In Admins
Admin From

admin 10.10.10.168

Data Logs

File Name
29102024110040-0001 pelf
icans.woff2

OtSelect aspx

pead.cr

pead.cr

Salary3.aspx

alkvaPilBY

dialog2.aspx

smime.p7s

EX_Y_2024102510495561 014 1 0001.pdf

System Logs

Description

IKE phase-1 negatiation is

‘authenticated for user 'admin. From: 10.10.10.168,

Auto update agent found na new WildFire updates

Session Start

10/29/2024 11:01:12

Name

Adabe Portable Document Format (PDF)

WWOFF File Format
Active Server Page Extended ASPX File
Cortificate Revocation List
DER Encoded X509 Certificate
Active Server Page Extended ASPX File
DER Encoded X509 Certifcate

ve Server Page Extended ASPX File
DER Encoded X509 Certificate
Adobe Portable Document Format (PD:

ed as initiator, main made. Initiated SA:
211.75.9.157[500]-61.221.235.2(500) cookic:adealf551342a7

User admin logged in via Web from 10.10.10.168 using hitps

4:0000000000000000.

Retrieving Content 'WikdFire' info failed with error ‘Na records found

Connection to Update server: updates paloaltanetworks.com completed successfully, initiated by

10.10.10.33

Connection to Update server: updates paloaltonetworks.com completed successhully, initiated by

10.10.10.33

PAN-DE was upgraded to version 20241029.20046.

IKE phase-1 SA is deleted SA: 211.75.9.157(500]-61.221.235.2[500]

cookie:19d38f62123cde?2:0000000000000000.

IKE phase-1 negatiation is failed as initiator, main mode. Failed SA:

211.75.9.157[500]-61.221.235.2500] cookie: 1943842 123cde2:0000000000000000. Due to

timeout.

10/29 11:01:30
10/29 11:01:05
10/29 11:00:59
10/29 11:00:58
10/29 11:00:58
10/29 11:00:58
10429 11:00:51
10/29 11:00:47
10/29 11:00:47
10/29 11:00:45

Time

10/29 11:01:23

10/29 11:01:12
1029 11:01:12
10/29 11:00:30
10/29 11:00:30
10/29 11:00:29

10/2% 11.00:07

10/29 10:59:59
10/2% 10:59:34

10/2% 10:59:34

SCI PHARMTeECH, INC.

s - A ED AR M

Config Logs

Mo data available.

Locks

No lacks found

ACC Risk Factor (Last 60 minutes)
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1.4 PYERE K 5 A Al ek y‘”*%@é?élz)ﬁl%@BAWﬁF“\I*EiIEﬂ R R A S FERT 4
HOMEH LA Zero Trust(é@f*ﬁ)ﬂiﬁﬁf% 55— R 1 i 1 KRG I BEFH 4R 2K H 43 (Internet
YA B B > A A Y R B P R e AR I A RS ~ VPN ~ IMIE A2 2 R 3l
({5 A N i B A A SR A R M R o IRIL MRS s — fE [ aE sk i B B 2 R
R s ERE R o

£ SCI-FortiGate-201E - ~ % admin-

@ Dashboard + Add Widget

Status
System Information i+ ||Licenses (M _173.243.129.6)® - | FortiGate Cloud £+ || Security Fabric f- | | Administrators

Hostname SCI-FortiGate-201E ® FortiCare Support S N E'.ﬂ B EEBE x @ @ H1es @ FortiBxplorer
Serial Number  FG201ETK20902630 () @ Firmware & General Updates = O admin super_admin

e V7.08build0418 & Ips

m]
(Feature) o o ) %
Mode NAT AntiVirus

iy Rati  SClFortiGate 201
SptenTime  2024/10/29110325 | Kbt

Uptime 730:01:22:38 FortiToken 072

LENRER @ v7.0.16 (Mature) available A Security Fabric Connection is disabled.

CPU iminuter §- 3 iminute i+ | |Sessions 1minuter -

5,000

4,000

3,000

2,000

1,000

—~ — 0% 1]
11:02:30 11:02:40 11:02:50 11:03:00 11:03:10 11:03:20 11:02:30 11:02:40 11:02:50 11:03:00 11:03:10 11:03:20 11:02:30 11:02:40 11:02:50 11:03:00 11:03:10 11:03:20

Currentusage 2% Currentusage 35% Current sessions 3,732 mcrU 83.3% WU 16.7%

Bandwidth - LAN
2500 Mbps

200.0 Mbps
1500 Mbps
100.0 Mbps

50.0 Mbps

e UL AN
ths e b A R A e AL
10010 10:20 10:30

M inbound 12,84 Mbps W Cutsound 13,02 Mbps

F--RTINET
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1.5 Log Server: 44 E 2 e adps st DL 2458 » UWEESNMP (Simple Network Management
Protocol) ~ Flow - Syslog =fE&IEE Rl » nl e B EA S5 E » B AESIN
LR RBEEE - BEMERINEER - SHERFE > ETHE - MR EREES -

2 weELy |09 |X| | ®| =

. admin (Global) ~

e 8 sgzt snEs @) -

o= : P Syslog 2 8 415 Flow EPS Max. 2000

N-Reporter
% NP-RPT-V-TW-BIWDTIUU SNMP 2ER 6/10  WEREFE (Syslog)/ LR 440.21 GB/ Unlimited
1
e 6.1.187 (20240429-1350) Srver B 24/35  EHEREEE (Flow)/ LR 0 Byte / Unlimited
RGHE 2024/10/29 16:27-57 GMT+0800
HEEEE ICMP ER 0/
CEREEE 0172 Days 06:11
License EHER 2025/11/30 23:59:59 HLBEESE Web (R 0ro
License #i& ETR
Kemel % 20240416155340
EAREER
B 2024/1028 16:25 |~| B 2024/10129 16:25 ‘ YT
CPU Urilization (%) Memory Utilization (%)
2024/10/28 16:25 ~ 2024/10/29 16:25 (time unit: Smins) 2024/10/28 16:25 ~ 2024/10/29 16:25 {time wnit: Smins)
100 100
50 50
0 ]
18:00 21:00 29. Oct 03:00 06:00 09:00 12:00 15:00 18:00 21:00 29. Oct 03:00 06:00 09:00 12:00 15:00
cpu memoary

Device Receiving Syslog

2024/10/28 16:25 ~ 2024/10/25 16:25 (tima unit: Sminz)
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1.6 S0 (5 A T B R, -
THEE ¢ T LSRR R R R -

f8&% - Symantec Endpoint Protection Manager

0 Symantec Endpoint Protection Manager
{E} HRRER IEHEIRAR
=0 L e e
EMEE T EEREE L

BEiR 3R (M) 74 s Rk
ENERE  BHEeHE
WAIREY  mETHREAT 2 MEN

O B 1 {E EAREED

e

EEEE

mETERE
B 366 F [iba o -cinkalic S

T/
Bk
1B B
A GE
m EEE —
TR AT A N
TuEsEEEa HTHER: 4 Sy
SESHYENEIE: 0 SR ]
HHEEHE

ien e e i HEEEL R BT

5 tec METERIE: 2024M10/28 3
-E:j;;-g;g;;ﬁﬁﬁﬁ :Q 2024/10/28 13 Symantec Endpoint Protection &ElEH3E FOIEREET RO SR
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1.7 Palo Alto XDR Ui 558 B [1] FE 214
A PimbR T Z4<Gsikaa < J > [EIRF 27 2kl 76 B [ Zadge o m DA B o] e
FEFRIAZZC - mRAEERS ~ Imdb AN S B R A R S E—iE > DUHIEREAVIRE - 178
BT Ry AT R - WS ERRA RN INZRH & - B r DI TR
B LR ZERIE - ML SRR E Z FibH (X% -

All EndpDintS Found 198 out of 213 results

Dashboards & Reports

[ Endpaint Status = Cannected, Disconnected ] |+:m| W B Revert

Incident Response
ENDPOINT NAME [f ENDPOINT TYPE ENDPOINT STATUS OPERATING SYSTEM AGENT VERSION IP ADDRESS IPV6 ADDRESS

Endpoints

112CF-PC Workstation Connected Windows 11 8.00.30814 & 10.10.10.117 siegfried sci-pharmtech.com tw\112CF

Al Endpoints
118NC-PC Workstation Connectsd Windows 11 80030814 10.10.10.41 siegfried sci-pharmtech.com bw\ 118NC
[Endpoint Groups

130Giant-PC Workstation Connected & Windows 10 8.0.0.30814 (3} 10.10.10.168 siegfried sci-pharmtech.com.tw\130GC

Agent Installations

Policy Management 131EH-PC Workstation Disconnected Windows 11 8.00.30814 & 10.10.10.28

Host Firewall
131YL-PC Workstation Connected Windows 10 80030814 (T 10.10.10.112 2 siegfried.sci-pharmtech.com.tw\ 130Emily
Device Control Violations

Disk Encryption Visibility 210MS-PC Workstation Connected &8 Windows 10 8.0.0.30814 (3} 10.10.10.210 siegfried sci-pharmtech.com.tw\210M$

211KC-PC Workstation Connected & Windows 10 8.00.30814 (& 10.10.10.229 siegfried sci-pharmtech.com.tw\notebook

211TY-PC Workstation Connected Windows 10 80030814 (3 10.10.10.111 siegfried sci-pharmtech.com.tw\211TY

212NL-PC Workstation Connected & Windows 10 8.0.0.30814 (3 10.10.10.217 siegfried sci-pharmtech.com.tw)\210NL

214HP-PC Workstation Connected Windows 10 80030814 (& 10.10.10.227 siegfried sci-pharmtech.com tw\214HP

2165ara-PC Workstation Connected Windows 10 8.0.0.30814 3 10.10.10.211 siegfried sci-pharmtech.com.tw\216EH

310ES-PC Workstation Connected Windows 10 80030814 (& 10.10.10.240 siegfried sci-pharmtech.com.tw\310ES

310HW Warkstation Connected Windows 10 8.00.30814 10.10.10.90 siegfried sci-pharmtech.com.tw\310HW

Q

320JT-PC Workstation Connected Windows 10 8.0.0.30814 (3} 10.10.10.105 siegfried sci-pharmtech.com.tw\ 320TwW

£+ Settings

Tenant Navigator 320WH-PC Workstation Connected = Windows 10 80030814 10.10.10.159 siegfried sci-pharmtech.com.tw320XHQ

320WHP2-PC Woarkstation Connected Windows 11 8.00.30814 & 10.10.10.170 siegfried.sci-pharmtech.com.tw\320DK

320WHR-PC Workstation Connected Windows 10 8.00.30814 & 10.10.10.176 siegfried sci-pharmtech.com.tw\ 320WWC
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213Jennifer-PC O Workstation Connected Windows 10 80030814 10.10.10.139 siegfried sci-pharmtech.com. tw\210JL
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410CYH-PC Workstation » Disconnected Windows 11 80030814 & 10.10.10.14
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